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Using Filelocker for File Sharing

Filelocker is a temporary, secure storage system for sharing encrypted files and data. Filelocker allows
Mississippi State University students, faculty and staff to share files and data with other MSU students, faculty
and staff as well as anyone external to MSU. There is a 4 gigabyte quota for users, with a two week expiration
limit on files and data. Users can create groups, such as a search committee or departmental group, and group
members can share files and data. In addition, users can request a file or data upload by sending a “Request
Upload” message. The “Request Upload” message can be sent to anyone whether they are within the MSU
community or not.

1. In your browser, enter filelocker.msstate.edu and enter your NetID
and NetPassword and click Login to authenticate into the system.
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Central Authentication Service

Enter vour NetID and NetPassword

NetID:

[bebisl =

Warn me before logging me into other sites.

2. After reading the Terms of Service, click the I Agree button to begin @
using Filelocker. et etpassvord problams

[
wa Filelocker

_ Terms of Service
Filelocker s an open source program created by Purdue University. Mississippi State University users can use MISSISSIPPI STATE

Filelocker to conveniently and secure'y share files With other people both inside and outside of the organization, With UNIVERSITY.

Filelocker, large files can be shared easily, without having to worry about single emall message size quotas. In order to

access the Filelocker application, you must login in with your Netld and NetPassword,

As & Filelocker user, you agree to the following: Filelocker ziiows you to share

files with other people both inside and

1 Filelocker is provided by Mississippi State Unive: & flle transfer service, Mississppl State

outside of Mississippi State University.
University reserves the right at any time and from time to modity or discontinue, temporarily or X
i Itis a temporary and secure storage
permanently, the Filelocker services or any part thereof) with or without notice. ;
system for sharing files and data

Filelocker is to be used for secure file transfer and is not a file storage application, Files stored in Filelocker

may be removed at any time. Files stored in Filelacker are not backed up.

Use of Filelocker is subject to all Mississippi State University policies and procedures. In particular,

copyrighted materials may not be shared via Filelocker witnout ian of the copyright owner, Users of

Filelocker are responsible for all files and content that they trai while using the service. Under no

i

tances will Mississippi State University be liable in any way for any files or content transmitted or

made available via the Filelocker service

By clicking the °T Agree" button below, you are stating that you have read and agreed to the Filelocker Terms of

Filelocker v2.6

© 2015. Developed at Purdue University. This service is operated and maintained by Mississippi State University.
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Once in Filelocker, the interface allows users to upload files and data, create and manage groups, delete
existing files and data, request upload from someone and view user quota and history.

7\ X Bully Bulldog (beb2016) B History
U

) ] ) User Quota: #A Logout
- Filelocker

—

[1 My Files
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= Upload &£ Manage Groups X Delete UNIYERSITY.

Uploaded Files

Name Size Expires
Filelocker ziows you to share
files with other people both inside and
outside of Mississippi State University.
Files Shared with You (0) .
It is a temporary and secure storage
Name Size Expires system for sharing files and data.
There are no files shared with you.
Meed a file from someone?
Upload Requests (0) If you need a file from someone whao

doesn't have a Filelocker account, you

can email them an Upload Reguest.

i, Request Upload

Quick Help

Quick Tip

Sort multiple columns simultaneously
by holding down “shift” while clicking
anather column header. Show all...

To Upload a file or data, click the Upload button.

lﬁ'ﬂ Filelocker

. My Files

=2 Upload £ Manage Groups X Delete
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5. In the Upload a File window, the file expiration date is automatically populated. Notes may be added
in the Add notes to file: field, and Scan for viruses? is checked by default. Click Upload a file, then
browse to the file location. Select the file and click Open.

| & Upload a File x

Expiration date:

02/11/2016 D e i

Add notes to file:

<
P
Other options:
| SCaN for viruses? e I
] Upload a file
6. During the uploading process, Filelocker scans the file for viruses and encrypts the file.

7\ 4 Bully Bulldog (beb2016) & History
_L | i User Quota: #A Logout
.
77 FllﬁlOCker
C—

1 My Files TGTATE])
MISSISSIPPI STATE

= Upload & Manage Groups X Delete UNIVERSITY.

Uploaded Files

Name Size Expires
Filelocker ziows you to share
Win7eduroam.pdf: Scanning and Encrypting 177 GB 0 seconds files with ather people both inside and
- outside of Mississippi State University.
It is a temporary and secure storage
Files Shared with You (0) system for sharing files and data.
Name Size Expires

) . Meed a file from someone?
There are no files shared with you.

If you need a file from someone who
doesn't have a Filelocker account, you
Upload Requests (0) can email them an Upload Reguest.

.=, Request Upload
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When the file has been successfully uploaded to Filelocker, the file name, size, and expiration date are
displayed under the Uploaded Files heading.

[ 3 4 Bully Bulldog (beb16) (B History
U 1] =) User Quota: #A Logout
27 FllGlOCker
—
[/ My Files T TATERY
MISSISSIPPI STATE
= Upload ﬁManage Groups X Delete UNIVERSITY.

Uploaded Files
Name Size Expires
Filelocker ziiows you to share
| é =] WinTeduroam.pdf 1MB 02/11/2016 + files with other people both inside and
outside of Mississippi State University.
It is a temporary and secure storage

Files Shared with You (0) system for sharing files and data.

Name Size Expires

Meed a file from someone?

There are no files shared with you.
If you need & file from someone whao

doesn't have a Filelocker account, you

Upload Requests (0) can email them an Upload Reguest,

/%, Request Upload

To share a file, click on the specific file to be shared which will display all the options available for the
file. To notify the sender when the receiver downloads the shared file, check the box next to Notify Me

on Download. Click the Share This File button.

Uploaded Files

Mame Size Expires

| WinYeduroam.pdf 1 MB 02/11/2016 L

L] Notify Me on Download:

Files Shared with You (0}
as ID: 320

Name L owner: beb2016

'&' Virus Scan: Passed

+ Uploaded: 2016-01-28 15:00:1%
#® Delete This File

L—_‘ Download This File

Upload Requests (0} =% View Download Statistics

There are no files shared with you.

L Share This File
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9. If the first two or three characters of the NetID is know but the entire NetID is not know, enter the
known characters and the search will pull all the names of people with NetID that meet that criteria. If
the NetID is known, enter it and that person’s name appears as verification.

4 Share a File %

~ Users sharing this file (0)

Users Groups Public

This file is not shared with any users.

Search for Users by ID

» Groups sharing this file (0)
@ p eme

ahb3| B

s 2. 12 (Beryhil, Ay

10.  If the NetID is not known, begin entering the name and the search results will retrieve people that meet
the criteria that was entered.

2 Share a File x

~ Users sharing this file (0)

Users Groups Public

This file is not shared with any users,
Search for Users by Last or Full Name

» Groups sharing this file (0)
2 e (G e D

Steve Parroty 4~

q 2, Parrott, Steve (sIplé:

I1. Click on the person’s name that appears for sharing options.

L Share a File ®

* Users sharing this file (0) Users e Public

This file is not shared with any users.
Search for Users by Last or Full Name

» Groups sharing this file (D)
& UserID P Name

Can't find who you're looking for?
«| Search the entire Mississippi State University directory.

Steve Parrott

q_& Parrott, Steve (sIpl6]
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12. By default, the Notify via email box is selected which means that person will receive an email with a
link to the document in Filelocker. The CC me with notification may also be selected for the sender to
be CC’d with the email. Click Share to share the file.

4 Share a File ®

 Users sharing this file (0)

Users Groups Public

This file is not shared with any users,

Search for Users by ID

» Groups sharing this file {(0)
2 UserID £ Name

Can't find who you're looking for?
Search the entire Mississippi State University directory.

slple -~

& Parrott, Steve (slp16) L Share

| Notify via email

CC me with notification

L Share a File ®

* Users sharing this file (1) Users Groups Public

1p16
2 s ¥ Unshare Search for Users by ID

» Groups sharing this file (0)
2  NetlD 2 Name

13. If the CC me with notification is selected, the sender will receive an email indicating who the file was
shared with, the name of the file, and an access link to Filelocker.

Bully Bulldog (beb16) has shared the following files with you on Filelocker:

Win7eduroam.pdf

To view and download these files, please log in to Filelocker.

To access Filelocker, please copy the following link and paste it into your browser's URL bar, removing any spaces:

https://filelocker.msstate.edu
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Manage Groups

Filelocker includes a feature for group file sharing. The expiration date and file quota for your account still
apply to this feature. Groups could be functional for departments, search committees, and organizations that
need to share files and data. Also, Groups are intended only for those internal to MSU.

1. To create a group in Filelocker, click the Manage Groups button.
F \ 4 Bully Bulldog (beb16) 5 History
.L i . ==\ User Quota: # Logout
v Filelocker
© My Files

[STATEY:

MISSISSIPPI STATE
4 Upload & Manage Groups ® Delete UNIVERSITYn

Uploaded Files

Name

Size Expires

2. In the Manage Groups section, click Add New Group to set up a new group.
e 4 .Bully Bulldog (beb16) B History
L T == User Quota: A Logout
v Filelocker
% Manage Groups {5 TATEN:
MISSISSIPPI STATE
& | Back to Files & Add New Group % Delete Selected UNIVERSIT Yu
Name Group Membership
3.

Enter the name of the group, for example, Search Committee, into the Name field and click the “+” sign
next to the field.

L 1

wes Filelocker

& Manage Groups

& Back to Files &, Add New Group & Delete Selected

MName Group Membership

® Mot editable v
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The name of the group appears. Click the blue triangle to Rename Group or Manage Group. Manage
Group allows members to be added.

7\ b ¥
L | =1
v Filelock
vera Fllelocker
—_—
& Manage Groups

& Back to Files £ Add New Group K Delete Selected

Name Group Membership
ﬁ Factsheet Committee 0 Members .

This group contains no members.,

Ve Rename Group

#  Manage Group

In the View Group Membership window, under the Add Users tab, enter the NetID or name of the
person to be added to the group. If the NetID is unknown, select the Name button, enter the person’s
name. When the person’s name appears, click the name, then click Add. Do this for all members of the

group.

' View Group Membership x

* Members in Factsheet Committee Add Users

This group contains no members.

Search for Users by ID

& NetID £ Name
slpl6 -~
2, slpl6 (Parrott, Steve)
' View Group Membership ®
+ Members in Factsheet Committee Add Users

This group contains no members,

Search for Users by ID
&  NetID A2 Name

~

& slpi6 (Parrott, Steve
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Once all members of the group are added, click the “X” to close the window. If members need to be
removed, click X Remove next to the member’s name.

' View Group Membership *®
* Members in Factsheet Committee Add Users
& Hicks, Mike * Remove
Search for Users by ID
4 Jackson, Meredith * Remove
& Parrott, Steve ¥ Remove 2 UserID £ Name
&4 Mcmurray, Teresa * Remove

To return to the main Filelocker menu, click Back to Files.

(M 2
s
& Back to Files 2 Add New Group #® Delete Selected
Name Group Membership
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To send a file to the Group, click the inverted triangle for the file to be sent to show the options. Click
Share This File.

Uploaded Files

Mame Size Expires

Win7eduroam.pdf 1 MB 12/28/2015 L

L. /] Notify Me on Download:

Files Shared with You (0)

a= ID: 45
Name L Owner beb16
'&' Virus Scan: Passed
There are no files shared with you. + Uploaded: 2015-12-14 16:26:54
K Celete This File
L—_‘ Download This File
Upload Requests (0) &= \iew Download Statistics

&  Share This File

Choose the Groups tab which lists the available groups and also lists others the file has been previously
shared. Check Notify via email and also CC me with netification to get a confirmation. The members
of the group will receive an email with a link to Filelocker.

L share a File

 Users sharing this file (1) i : 1blic
4 sipis

x
Unshare Your Groups

» Groups sharing this file (0) S Factsheet Committee
é Motify via email

# CC me with notification

10
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Public Sharing of Files

Filelocker includes a feature for pubic file sharing. The expiration date and file quota for your account still
apply to this feature.

1. Click the Public tab. The expiration date of the file is automatically populated for two weeks from
sharing date. In the Email addresses... field, enter the email addresses, outside of MSU, with whom
you want to share the file. For security, the file may be password protected. After entering all the email
addresses, password (if needed), along with appropriate boxes checked, click Share.

£ Share a File x

+ Users sharing this file (1) Users Groups Public

+ Groups sharing this file (1)

By clicking "Share” below, you will make the selected file(s) publicly

22 Factsheet Committee # Unshare accessible at the generated UAL

Expiration date:

12/259/2015

Email addresses (comma separated) to be notified about this share:
amy.h.berryhill@grail.com

Message to send with the notification:

Test message{

Other options:
Allow multiple downloads (requires password)?
| CC me with notification?
| Password protect this public share?
Password:

Confirm Password:

L Share

11
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Request Upload

If a file is needed from someone who does not have a Filelocker account, an email can be sent for an Upload
Request.

1.

To begin, click Request Upload.

f 2 \ 2 Bully Bulldog (beb16)
= a | User Quota:

- Filelocker

—

. My Files
MISSISSIPPI STATE

s Upload & Manage Groups * Delete UNIVERSITY.

Uploaded Files

Name Size Expires
Filelocker zious you to share
] win7eduroam.pdf 1M8 12/28/2015 + files with other people both inside and
outside of Mississippi State University.
It is a temporary and secure storage
Files Shared with You (0) system for sharing files and data.
Name Size Expires

Need a file from someone?
There are no files shared with you.

If you need a file from someone who
doesn't have a Filelocker account, you
can email them an Upload Request.

q /zl Request Upload

Upload Requests (0)

By default, the request expires two weeks after it is sent. In the Send request to email: field, enter

the email address of the requestee. This can be someone outside of Mississippi State University. In the
Add message to email: field, enter the information regarding what needs uploading. In Other options:
two boxes are selected by default, Force a virus scan for uploaded file? and E-Mail me when files

are uploaded? Other options may be selected if desired. After all information is enter, click Create
Request.

., Request Upload to Filelocker x

Request expiration date:

12/29/2015 D —

Send request to email:

—

Add message to email:

h

Other options:
Allow multiple file uploads for this request (requires password)?
CC me with netification?
##| Force a virus scan for uploaded files?
| E-Mail me when files are uploaded?

Password protect this upload reguest?

12
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The requestee will receive an email with a link to Filelocker. By clicking the clink, the person is taken
to Filelocker where the file can be uploaded.

Subject-: Bully E;ulldogThas requested a file from you via Filelocker

Bully Bulldog (beb16) has requested that you upload a file to their account in Filelocker.

This file can be uploaded by visiting the URL below:

https://filelocker.msstate.edu/upload request?requestld=b3206a834415913969f4f280ed1a9011

The requestor also attached this personal message to the file request:
"Please send the documents we discussed.”

This link will expire once you have successfully uploaded a file

The requestee navigates to the file and selects it. The file is uploaded and the requestor is automatically
sent an email.

L !

L Filelocker

1 Login [STGER
Name size Expires MISSISSIPPI STATE

UNIVERSIT Y

Expiration date:

12/30/2015
Filelocker zioms you to share
files with other people both inside and

Add notes to file:

outside of Mississippi State University.

It is a temporary and secure storage

system for sharing files and data.
Other options:

Scan for viruses (The user has requested that this file undergo a virus scan)

] Upload a file
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5. The requestor logs into Filelocker to retrieve the file.

Someone has uploaded the following file to you on Filelocker:
Win7msulx.pdf

To access the file, login with your Filelocker account at https://filelocker.msstate.edu

Other Features

In addition to uploading, sharing, and requesting files and data, Filelocker’s interface shows User Quota,
History, Quick Help, and Quick Tips.

To Delete files housed in your account prior to the two week expiration date, select the box next to the name of
the file and click Delete.

Click Logout to exit the Filelocker system. Additionally, if Filelocker is open in the browser window for eight
hours, it will require the user to authenticate in again to continue use.

3. Bully Bulldog (beb16)

l‘- t q = User Quota:
v Filelocker
—
1 My Files TS TATER
MISSISSIPPI STATE
& Upload & Manage Groups XK Delete UNIVERSITY.

Uploaded Files

Name Size Expires
Filelocker zious you to share
files with other people both inside and
outside of Mississippi State University.
Win7edurcam.pdf 1MB 12/30/2015 b4 .
= It is a temporary and secure storage
system for sharing files and data.
To delete a ! ¢ :
Files Shared with You (0)
file, select
Name Size Expires )
the bOX Need a file from someone?
by the There are no files shared with you. If you need a file from someane who
doesn't have a Filelocker account, you
file name . !
. can email them an Upload Request.
and click Upload Requests (0)
the Delete |4, Request Upload
button.

Quick Help h

o Tuplozad a file?

Quick Tip h

Hover over a currently uploading file
to see more detailed upload statistics.

14



